
 
 
 

 
 

 
 

 

 
 



 
 
 

 
 

 
 

 
 



 
                        

Example without Username and Password–  

 
Fixed Header 
0x10              # CONNECT 
0x17              # Remaining length = 23 bytes (below) 
 
Variable Header 
0x00 0x04           # Length of "MQTT" 
0x4D 0x51 0x54 0x54   # "MQTT" 
0x04                 # Protocol Level = 4 
0x02                 # Flags = Clean Session 
0x00 0x3C           # Keep Alive = 60 (0x003C) 
 
Payload (Client ID, No Username or Password) 
0x00 0x0B                # Length of ClientID (11) 
0x53 0x54 0x4D 0x33 0x32 0x43 0x6C 0x69 0x65 0x6E 0x74  # "STM32Client" 
 
Full CONNECT Packet in String Format 
\x10\x17\x00\x04MQTT\x04\x02\x00\x3C\x00\x0BSTM32Client 
 
 
 
 
 
 
 
 
 
 



Example with Username and Password–  

 
Fixed Header 
0x10              # CONNECT 
0x26              # Remaining length = 38 bytes (below) 
 
Variable Header 
0x00 0x04           # Length of "MQTT" 
0x4D 0x51 0x54 0x54   # "MQTT" 
0x04                 # Protocol Level = 4 
0xC2                # Connect Flags (username+password+clean session) 
0x00 0x3C           # Keep Alive = 60 (0x003C) 
 
Payload (Client ID, No Username or Password) 
0x00 0x0B                # Length of ClientID (11) 
0x53 0x54 0x4D 0x33 0x32 0x43 0x6C 0x69 0x65 0x6E 0x74  # "STM32Client" 
0x00 0x05        # Length of Username(5) 
0x75 0x73 0x65 0x72 0x31      # "user1" 
0x00 0x05        # Length of Password(5) 
0x70 0x61 0x73 0x73 0x31      # "pass1" 
 
Full CONNECT Packet in String Format 
\x10\x26\x00\x04MQTT\x04\xC2\x00\x3C\x00\x0BSTM32Client\x00\x05user1\x00\x05pass1 
 
 
 
 
 
 



 
 

 

 
 

 

Broker Response 

If success, you should see broker reply with CONNACK (0x20 0x02 0x00 0x00) 



 

 

 

 

Example- 

Fixed Header 
\x30                 # PUBLISH (0x3 << 4) | QoS0 | retain=0 
\x20                 # Remaining length = 32 bytes 
 
Variable Header 
\x00\x13             # Topic length = 0x0013 (19) 
controllerstech/test  # Topic Name 
 
Payload/Message 
Hello STM32   #Message to be sent 
 
Full Publish Message 
\x30\x20\x00\x13controllerstech/testHello STM32 

 

NO PUBACK for QoS = 0. 



 
 

Example- 

Command- \xC0\x00    Response- \xD0\x00 
 
 

 

 


